AJITOPUTM JAEVCTBUS POJIUTEJIEN (BAKOHHBIX ITPEJICTABUTEJIEL) HPH
OBHAPY>KEHHNH OTPHLATEJILHOI'O BIIMSIHUA
HUHTEPHET - TIPOCTPAHCTBA HA NIOBEJIEHUE PEFEHKA

Hucmo monb3oBatenelt HTepHETa CTPEMHUTEIIBHO PACTET, IIPHYEM JIOJIS JIHII B BO3PACTe
%o 18 yier cpemm mome3oBaTeneil BeeMupHOI mayTHHEI O9eHb BenHKa. JI1 MHOIHX JHOAEH,
OCOOCHHO HCTCH W NOAPOCTKOB, VIHTEpHET CTaHOBHTCH HHQOPMAIMOHHO-06PA30BATENHHOM
cpeloif, Ge3 KOTOpOH OHH HE NPEACTAaBISIOT cebe Xu3Hb. ONHAKO OGONBIION IPOIEHT
HHQOpMAalMK, JOCTyn K KOTOpPOH sBIsAeTCA CBOGOMHBIM, HE IIpeJHA3HAdYeH UL AeTell II0
ONPENEACHHBIM MOPAIBHBIM HJIM 3THYECKMM HOpPMaM. ODTO MOJKET OTPHIATENLHO CKA3BIBATHCH
Ha IICHXO0JIOTHYECKOM COCTOSHHH IOAPOCTKA.
I OcHoBHBIE OTACHOCTH B HHTEPHETE AJIs1 AeTeil H MOAPOCTKOB:
KoMMyHHKalMOHHEIE PHCKH:

© KuOepOy/LUIMHT (MHTEpHET-TPaBIIs);

O MaHUIy/IAIMsS CO3HAaHMEM [JeTed H IOAPOCTKOB (IIpollaraHxa 3KCTPEMHCTCKOTO,
AHTHCOIMATBHOTO IIOBEACHH, CYHIIH/IOB, BOBIICUYEHHE B OIIACHBIE UIPEHI);

O «HE3HAKOMBI! JIpYI'» B COIMAIBHEIX CETAX,

Texnudeckue pucKH:

O  HE3aKOHHEIH cOOp MEpCOHABHBIX AHHBEIX HECOBEPLICHHOJIETHUX U (WIH) pacrpOCTPaHEHHe
UX B OTKPBITOM JOCTYIIE;

O TMOBPEXIEHWE YCTPOHCTB, PpACIPOCTPAaHEHHE UMEIOWIEWCs Ha HUX WHPOPMAINH,
NOBPEXICHHE MPOTPAMMHOr0 OGecreyeHus, Kpaxka MepCOHAIBHBIX AAHHBIX B Pe3yJbTaTe
NEWCTBHA BPETOHOCHBIX ITPOrPamMM;

KonrenTHble pucku:

O «(HIOK-KOHTCHT» (MaTepHaibl (TEKCTEI, (GOTO, BHIEO, ayauo0), KOTOpPEIE 3aKOHOJATEILHO
3alpeIIeHb! JUIst [yOIMKaluy; BEISBIBAIOT Y MOJIb30BATENsl PE3KO HEraTHBHEIC YyBCTBA W
OLIYIIEHHS: CTPaXx, y2Kac, OTBPaICHUE, YHHIKEHHE);

O IIPOCMOTP CAATOB AJISI B3POCIIEIX;

O TOBBIIEHHBIH YPOBEHD XKECTOKOCTH H HACHJIUS B OHJIANH UTpax.

II. Kakwue yrpo3si BeTpedarores nangogaee yacro?

o JOCTYIl K HEXeIaTeJbHOMY conepkuMoMy. JI1o6oii peOeHOK, BRIXOOAIIMI B ceTH
«VIHTEepHET» MOJMKET MPOCMATPHBATH JTIO0bIe MaTepHaIbl. A 3TO HACHIME, HAPKOTHKH,
TNopHOrpaysi, CTPAHKIIEL, MOATATKHBAIOLIME MOJIOAEXKE K caMOyOHHCTBAM, aHOPEKCHH
(oTKa3 OT mpueMa HINH), YOWICTBAM, CTPaHHIBI C HAIMOHAIMCTAYECKOH MIIH
OTKPOBEHHO (DamMCTCKO#i HMIOEONIOTHed X MHOroe-MHOroe mapyroe. Bce 3to Ges
orpaHuYeHHH. HacTo OBIBAET TaK, 4TO IIPOCMOTP ITHX CTPAHUIl JAXKE HE 3aBUCHT OT
pebeHKa, Belb HA MHOTHX calTax OTOOpaXKAalOTCs BCILIBIBAIOIIHE OKHa, coIepKaliue
mo0yro HHPOPMAIKIO, Yallle BCEro MOPHOrpadMYecKoro XapakTepa;

o) KOHTaKTbhl C HE3HAKOMBIMH JIFOJABMH C ITOMOIILIO YaTOB WM AIEKTPOHHOM ITOYTEL
Bce wame u vame 3JI0yMBIIUICHHHKH HCHONB3YIOT 3TH KAHANEL I TOTO, YTOOBI
3aCTaBHTh JeTEH BBLAATh JHYHYIO HHpopmamuio. B npyrux cmydasx 3to moryr GBITH
NenoQHUITBI, KOTOPHIE HINYT HOBBIX XKEPTB. BrlnaBas ceGs 32 CBEPCTHHKA XKEPTBEI, OHH
MOT'YT BEIBEBIBATE JIMUHYIO HH()OPMAIMIO B HCKATh JINYHON BCTpEYH;
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III. Ha uTo poauTe M Heo0X0AHMo 00paTuTL BHUMAaHHUE,

CTOHUT BOJHOBATHLCH, €CITH:

@]

O
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pe3Ko U3MEHsIeTCs IoBeIeHne (HapuMep, PeOeHOK TePAET HHTEPEC K TOMY, YeM PaHbIIe
MIOGH 3aHUMATHCS, Y HEro Pe3ko COKpamaeTcs Kpyr paHee MPUBBIMHBIX M JIEOGHMEIX
YBIICUCHMUI); )
HapyIIAeTCs PEXKUM CHA M IIpHEMa ITHIIH;

M3MeHseTcs BHEITHMH BUJ (CTAHOBHTCS HEONpSTHBIM, HOTEps HMHTepeca K cebe, He
cobroieHre paBUil THTUCHEL);

y peGeHka MOSABISIETCS IPOYHas 3aBHCHUMOCTB OT YCTPOHCTB, HNPOBOAUT B CETH
NpPAaKTHYECKH BCE BpPEMs, NOYTH HHKOIJa HE paccTaercs ¢ MOOHIBHEIM Tene(poHOM
(ycTaHaBIMBAIOTCS TIAPOJM Ha Beex JeBaiicax, MCTIONB3YIOTCS IpadiiecKue KIIoun s
BXO/1a, IPOBOMHUTCS IOCTOSHHAS OYMCTKA HCIIONb3yeMBIX Gpay3epoB, KOP3HHEL);

HaIM9Me HA Tele W KOHEYHOCTAX DaH, NMOpe30B (KaK IIPaBHJIO, B O0NAcTH 3allsiCTHi),
WHBIX HOBPEXKIACHHUH, OOBICHATE IPOUCXOXICHIE KOTOPBIX MOJPOCTOK HE MOXET, nu6o
Hao6G0POT, CTAHAAPTHO ONpPaBIBIBAETCS («yIany, CIyJaliHO MOpe3acsy 1 TaK nanee);
pHCOBaHME Ha pyKaX IUIAHET, DPasfMYHBIX MHCTHYCCKHX CHMBOJOB M 3HAKOB,
o0y KIeHHE CAETIaTh TAaTYHPOBKH,

HaJIM4ue ¢ a cpeay OJHOKJIACCHUKOB U e

CaMBIM CTpPAIIHBIM ¥ HeoOpaTHMBIM IIPOLECCOM BO3AEHCTBHS Ha JICTEH CTaNO MaccoBOe

BOBJCUEHHe WX B CyAUUAQIGHBIE TPYNIBL, B KOTOPBIX POMAHTH3HPYCTCS CMEpTb,
LIOIy/IAPH3UPYETCs YXOJ W3 XKH3HH. Bo3jelicTBoBaTh Ha peGeHKa MOTYT HE TOJBKO IyTeM
IIPSIMOrO KOHTAKTA B [IEPEIHCKE B COLMANLHBIX CETAX, HO M Yepe3 NPEAIONKEH s IPOCMOTPa
BHJI€0, IPOCTYIIHBAHUA My3bIKH, O0CYKIEHHSI CCPHATIOB, B MOMOIIM PEIICHHS JOMAIIHETO
samapps. Taloke MOIYT NpearaThCsl ONPENEICHHBIC OHJIAMH KHHIH, PEKOMCHIAIMH II0
IIPOYTEHHIO TUTePaTypPBL

IV. 3HauuMble NPU3HAKH, HA KOTOpble Heo0XoAuMO 00paTUTE BHHMAHHE POAHTEISIM
IpH NPOCMOTPE CTPAHHIBLI CBOEro pedeHKa B COMUATLHBIX CeTHX:

60 HamuuWe B CHHCKe Apy3ed M IOAMUCYMKOB ()3MKOBBIX (HEPENbHBIX) aKKayHTOB, &
TaK)Ke 3aKpbITBIX TPy,

O B CBOHX ITyOJIMKAaIHsAX HAa CTPAHHIAX COLCETeH, IeTH MOTyT pa3Melarh dororpabun
CaAMOYHHIKEHHs, OCKOpO/IeHHs ce0A B PasHBIX W IOPOH Jaxe ECTOKHX dopmax,
BIUIOTE [0 HAHECEHHU ce0e TpaBM, B YACTHOCTH U IIOPE30B; -

o coxpanenme (ororpaduil onpesneNeHHON TEMAaTHKH, HalpUMep: KHTOB (xoToprie
BBIOpacEIBaIOTCA Ha Oeper W TakuM 00pa3soM JOOPOBONBHO YXOIAT M3 YKHU3HH),
6abouek (KOTOpPHIC JIETAT Ha CBET, XOTs 3HAIOT, YTO 3TO NPHBEALT UX K HEMHHYEMOH
rubenn), eIMHOPOToB (CMEPTh €MIeT Ha eAMHOPOTe B ak);

O CBEMKH C BBICOTHI, KPHILI U YEPJIAKOB;

O 3a4YacTyio B «CTaTyCe» CTPAHMIBI yKa3hIBAETCA TaK Ha3bIBACMbIH «0OparHBIl OTCYET»
(zanpumep, «Jlo camoyGuiicta octanock 10 mHeh»);

O pasMeNleHWe Ha CTPaHHIIE CTHXOB, BBICKA3BIBAHMH, IMECEH, POMAaHTH3HPYIOIIMX
TEMaTHKy CMEPTH, arPeCcCHH, HAaCHIIUS,

O CMeHa XapakTepa aBaTapa.
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V. Yro peaatrh, 4To0bI OrpajdTh pefeHKa OT HeraTHBHOIO BO3JEHCTBHS B CeTH
HHTEpPHET:

o
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00s3aTeNnbHO OOBACHATE peOEHKY, YTO JAJIEKO HE BCE, YTO OH MOXET IPOYECTh MIIHM
yBuAeTh B VIHTEepHeTe - mpaBaa;

ocBauBaTh MIHTEPHET - TEXHOJIOTHH, 3aBECTH aKKAyHT B IIOIYJIIPHBIX CONMATBHBIX CETIX
(ocoGeHHo, ecii TaM 3aperucTpPHpPOBaH peOeHOK);

HCIIONB30BaTh CPEACTBAa OJIOKHPOBAaHHS HEXEJIATEIbHOrO MaTephana, Cpe/CTBa
pomurensckoro xomtporms (Kaspersky Safe Kids, mSpy, Norton Family Parental
Control), ¢ MOMOIOEIO KOTOPBIX BO3MOXKHO OrpaHUIMBATE HEKENATeIbLHBIH KOHTEHT,
IPOIOKUTENFHOCTh HAXOXKACHHA B CETH, a TAKXKE [0JIb30BaHHe VIHTEpHETOM B HOYHO®
BpEMS; CpEeACTBA POJUTENBCKOTO  KOHTPOJL, IPENOCTaBIACMBIC — OIEpaTOpamMH
MOOHIIBHOH CBA3H;

npuydars cebs U pebeHKa K KOHQHISHIHAIBHOCTH: HE COOOMATh MEPCOHAILHEIE
JNaHHBIe, alpec, He pPacCKasbplBaTh O MATEPHAIBHOM COCTOSHHM CEMBH, HE JIEIUTEHCH
npoGaemamMu myOINYHO;

HeoOXOIUMO KOHTPOJIHMpOBaTh BpeMs IOcemeHms (a B OTHCNHBHBIX ClydadXx, H
MIPOAOIKUTEIBHOCTD) PEOCHKOM CBOEH CTPAHHUIIB] B COLICETAX;

IOGaBHTBCS B APY3bs K CBOEMY PEOGEHKY B CONMAIBHBIX CETAX (JENHUTHCH MO3HTHBHOH
uH(OpMaIMel, H3y4aTh [OCTYNAIOIIME OT HEro CChUIKHM, Y3HaBaTh O BUPTYAITBHEIX
ApY3bsiX, O BCTpedax peGeHKa C HUMU B PEalbHOH JKU3HH; €Clii peGenka ITo-TO MyraeT
HJIM HACTOPAXKHBAET, €My KTO-TO YIPOXKAaeT B COLUANBHBIX CETHX, B MEPENHCKE, TO OH
06513aTeIFHO JOKEH COOOMIUTE 00 3TOM POJUTENAM);

VI. Yto e aTh, €CJIM POAUTENH CTOJKHYJIHCh ¢ HEraTHBHBIMH NPHU3HAKAMH BJIMAHUI
cern VluTepHeT Ha NOBEJEHHE MOAPOCTKA:

1. TIlpexue Beero, HEOGXOIMMO ¢ peGEHKOM MOTOBOPUTH M OLICHHTH CTETICHD ONMACHOCTH.

2,

Ecim B pesynbrare Oecelpl Ballld ONACeHUS IOATBEPKIAIOTCH, TO HeobxoauMo
00BsCHATL pebeHKy BCIO CEphe3HOCTh CHUTyauuH. becela NODKHA CTPOUTHCA Ha
JNOOpOKENaTENbHOM M OTKPEITOM HOTe. He memonb3yiite KaTerOPHYHEIX M OLCHOYHBIX
CYXIEHUH.

Eciu Bamu yOexxaeHus He IIOMOTIIN, Hy)XHO 00paTUThCs 3a IMOMOMIBIO K CIIEHHANHACTaM
(TICHXOJTOT, IICHXHATD).

VII. Yero poauTeasiM AeIATH HEJIb3H:

1. Bemarts spisiku Ha peGerka (naupumep, ppasa «Jla Te1 Gonen!»);

2. OGBHHATB, PYraThb W CTHOWTH peOeHKa (HanpuMep, (Qpasbl: «Thl TPATHIIL CBOIO
’KM3HB [IOHAIIpacHy!», «ydqmue G5l HOTYJISTh CXOMUII/ TOUHTAI/ TIOUTPAI) H T.I.);!

3. YrpoxaTb peOeHKy, TpeGOBaTh OT HEr0 MTHOBEHHBIX H3MCHCHHIH;

4, CpaBHuBaTh pebeHKa ¢ ApyruMu JeTbMu (Hanpumep, ¢passl: «IIocMOTpH Ha CBOETO
cocena, OH He CHAMT CYTKaMH 3a KOMIIBIOTEpOM!», «a BOT TBOS OTHOKJIACCHHIIA BCE
yCIIeBaeT, MOTOMY YTO HE HIPaeT B KOMIIBIOTEPHEIE HIPhL!» ¥ T.1.)
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VIIL. IlepBHunbIe Mepbl NPO(HIAKTHKHE HEraTHBHOTO Biauanue ceTd HHTepHET:

O
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MOKHO TIOCEeTHTH BMECTE€ C JeTbMH HH(OpPMAIMOHHBIM IMOpTal, Ha KOTOPOM €CTh
MaTepHaJILl, pa3paboTaHHEIE crienuaricTaMi PockoMHa130pa; '
BaxkxHo 3HaTh, YTO CyloecTByeT EAMHEBIN peecTp IOMEHHBIX HMEH, yKasaTelel CTpaHMI
caiiToB B ceru «MHTepHET» M CETEBHIX ANPECOB, HO3BOILIOMMX HACHTHGUIUPOBATE CAUTEI,
comep)kampe HHGOPMAIMIO, pacnpocTpaHeHue KoTopod B Poccwmiickoi denepannu
3amperieHo ( www.eais.rkn.gov.ru).

MOXHO YCTAHOBHTH Ha JOMALIHHIA KOMIIBIOTEP NpOrpaMMmy-(HIbTp, obecIieyHBaroIIyIO
(QITBTPALMIO KOHTEHTOB, KOTOPHIMH IIOJIL3YETCH] HECOBEPIUEHHOICTHUH (Windows7, 8, 10
Linux.WindowsVista, Xbox360, XboxLive, Bing).

B ciyuae oGHapyxeHHs B ceTH «IHTEpHET» KOHKPETHBIX CCBUIOK HA CAaHTHI, COAEpXKallue
MPOTUBONPABHYIO ~HH(GOPMAIMIO, TPOTHBOPCHAINYIO 3aKOHONATENBCTBY Poccuitckoit
®enepanuy, HEOOXOMHUMO COOOMMTH HA TIOpAYYI0  JIMHHIO Emaroro Peectpa
http://eais.rkn.gov.ru/feedback/.

Homunte! HukTo M3 AeTell H3HAYAJBHO HE 3aCTPAX0BAH OT HEraTHBHOIO BJIMMHHN CETH
Hnrepuer! He nosaraiitece Ha 71O, 49To ecam Bam pebeHoK BOCHHTBIBAaeTCS B
GaromoyqHol ceMbe ¢ HAMICKAIHMH YCJIOBHSMH BOCIHTAHUS, TO OH HE MOKET cTaTh
sxepTBOii ceTu HTEpHeT!
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